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Before we begin

|

Information / techniques discussed are for educational
purposes only.

\.

.

The case studies includes evading detection on red team
tools; where usage require explicit approval and
authorization before engagement.
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Antivirus

How does it work?




Types of File Analysis

Static Analysis

Evaluate without executing
the application

Generally safer and more
efficient

Works on any file

Dynamic Analysis

Test and evaluate the application
during runtime

More effort in setup required e.g.
isolated sandbox

May only work in specific
environment




Static Analysis

[Signature-based detection

* Hashing
 String comparisons

[Other features

* File header
» Size
» Detecting packers




Dynamic Analysis

[Runtime Analysis

» Types of API calls
* Frequency
» Sequence of API calls

[Other features

* Incoming/Outgoing network traffic




Hybrid Analysis

Combination of both dynamic and static analysis
This is more commonly seen in commercial antivirus products
Example: Windows Defender, SentinelOne, Kaspersky...

Harder to bypass — some guessing required to deduce what features are
being detected
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Evading Antivirus

Key thing is to have a different signature OR minimize the detected features

With Source Code Without Source Code

Remove comments . Packer

Rename variables - Wrapper
Change data structure - Encrypt/Decrypt
Obfuscate




Sharphound

Case Study — Active Directory Enumeration in Production environment




Sharphound

Data collector for BloodHound

BloodHound presents the data, while SharpHound collects the data
Helpful for Active Directory enumeration and exploitation

Written in C#

Distributed in .exe or embedded in .ps1




BloodHound
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Sharphound. exe

[--CollectionMethod <method[]>]

[--Domain <domain[]>]

[+]

Collection
Methods

ComputeroOnly
LocalGroup

- Use --LDAPFilter to collect specific OU/Object [precision+/stealth+]
- Use --SecureLDAP to connect over LDAPS 636 iso LDAP 389 [Use --LDAPPort if other]

- Using --Stealth has no effect on DC methods

GPOLocalGroup

SPNTargets

—| Same as LocalGroup but via GPO

Parses SYSVOL + resolves SID I

ve.eb
@sadProcessor

ATTECK
Se521
TAG0O7

(:Domain)-[:TrustedBy]->(:Domain)

--SearchForest deprecated

T1482

(:GPO)-[:GpLink]->(:0U)-[:Contains]->(x)

Collects GPOs + OU Tree

(x)-[ :Memberof]->(:Group)

Groups/Users/Computers

()-[{isacl}]->()

Collects all ACLs

X.propertyname + SIDHistory/Act/Delegate

More: --CollectAllProperties

(x)-[:SQLAdmin]->( :Computer)

+ Checks SQL port on Hosts

T1033
T1069.002
T1082
T1087.002

LocalAdmin

(x)-[ :AdminTo]->(:Computer)

(x)-[ :CanRDP]->(:Computer)

(x)-[ :ExecuteDCOM]->(:Computer)
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(x)-[ :CanPSRemote]->(:Computer)

Uses NetLocalGroupGetMembers
Requires Admin on 2016+
and w1@ 1607+

(:Computer)-[ :HasSession]->(:User)

Uses NetSessionEnum

L L T T T [ [T L L T T T

Uses NetWkStaUserEnum

T1033
T1049
T1069.001
T1087.001
T1135

I - Add --Throttle and --lJitter [stealth+]

Session vs LoggedOn:

- Host methods also LDAP to DC for Host list and to resolve collected SIDs

- Use --ComputerList to bypass LDAPFilter

- Using --Stealth on LocalGroup methods reverts to GPOLocalGroup [DC]

- LoggedOn is more accurate but requires Admin

- Session requires Admin on 2016+ / wl@ 1607+
- Using --Stealth on session methods will only
target potentially interesting hosts

- Use --Loop to increase session data coverage [attack paths nbr]
Syntax: -c session =--Loop =--LoopDuration HH:MM:SS --LoopInterval HH:MM:SS
- Drop zips in UI to import > Will add new without erasing old

-- / XT334d3ndino-- / suenaTT4drz-- :3ndno] I
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Alternatives

- Survive with Living Off the Land (i.e. legitimate programs)

. Examples include Remote Server Administration Tools (RSAT), .NET
commands or adsiSearcher

PS_C: I .SessionState.LanguageMode

FullLanguage
PS C:‘b: [System.DirectoryServices.ActiveDirectory.Domain]: :GetCurrentDomain()

Forest
pomainControllers
Children

DomainMode
DomainModeLevel

Parent

PdcRole0wner

RidRoleOwner :
InfrastructureRoleQuwner
Name r

- Caveat: Results may not look as well organized as open source tools




Things to note

[Perform antivirus evasion in an isolated environment ]

( A

Turn off antivirus scanning (e.g. Windows Defender Real-
time detection and Cloud-delivered Protection)

\.




Things to explore

[Online antivirus scans using: antiscan.me, VirusTotal... J

[Offline antivirus scans using ThreatCheck/DefenderCheck J

[Manual evasion by modifying source code ]







~| "% SharpHound2 SharpHound

wonderful commsndlineparser library to build our options.
(with =>

= new Pa

aseInsensitiveEnumValues = true;
aseSensitive = false;

elphirit
EERES
. Home  Share  View
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| Pictures

e SharpHound.exe cation
Overrid exes SharpHound.exe.config L Configuratio...
e Release 2 SharpHound.pdb Program Debug D
SharpHound3-mast SharpHound.ps1 Powers...
. | System.Buffers.xml AML Document
" System. Threading, Tasks Dataflow.xm XML Document
Current
@ OneDrive = System.ValueTuple.xmi XML Document
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Sharphd

and3-ma

and3-ma

ind3-ma

and3-ma

and3-ma

and3-ma

Jownlod 11items

failed, v up-to-uate; v sKippEw

Size

= | @, Main(string[] args)

scam uﬁE

D~ 3« x i Dl [Ciel

v Find
Windows Security
S
R Home

&

Virus & threat protection

Account protection

Firewall & network protection

App & browser control

Device security

Device performance & health

Family options

Settings

Scan options

Run a quick, full, custom, or Microsoft Defender
Offline scan.

Threats found. Start the recommended actions.

HackTool:MSIL/SharpHound!
MTB High A~
1071072021 8:07 PM (Active)

Action options:
@ Quarantine

O Remove
O Allow on device

See details

Start actions

Allowed threats

Protection history

O Quick scan

Checks folders in your system where threats
are commonly found.

Have a question?

Get help

Help improve Windows Security
Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement

[EUTO; and Wi aIways e




Application®
Build

Build Events
Debug
Resources
Services
Settings
Reference Paths
Signing
Security
Publish

Code Analysis

SharpHound3* & > EaEulliily ff3

N/A trorm: | INFA
Assembly name: Default namespace:
|SharpHuund | |SharpHnun\:|3
Terget framewaork: Output type:
{NET Framework 4.5.2 v

Console Application
Auto-generate binding redirects

Startup object:

(Not set) w

Resources
Specify how application reseurces will be managed:

(® lcon and manifest

Assembly Information...

A manifest determines specific settings for an application. To embed a custom manifest, first add it to

your project and then select it from the list below.

lcon:

Manifest:

|Embed manifest with default settings

i ‘

() Resource file:

V‘ Browse.. | B |

App.config = X = #




@ Ad-Aware Antivirus:

:Generic.Fochi. M5IL. Hacktool S AQBCRSCD

Alyac Internet Securit

M BullGuard: Clean
®P ClamAV: Win.Packed Razy-9740249-0
Comodo Antivirus: Clean

ﬂ Dr\Web: Clean

U Emsisoft:

Fortiner: Clean

F-Secure: Clean

IKARUS: Clean

Kaspersky: Trojan.\

Mchfee: HackTool-F

a &

&

Malwarebytes: Clean

Panda Antivirus: Clean

d

Trend Micro Internet Security: Clean

&
)
@

Webroot SecureAnywhere: Clean

AR
ur

Windows 10 Defender: Clean

&
>

Zone Alarm: Trajan.Win32.51

i’_f Zillya: Clean




Mimikatz

Case Study — Active Directory Exploitation




Mimikatz

Post-exploitation tool used for lateral movement

Password dumps, pass-the-hash, pass-the-ticket, building Golden Kerberos

tickets.
C:\Users “_D-jcumer\ts > Invoke-Mimikatz

2.1.1 (x64) built on Nov 29 2018 12:37:56
Jcom )
> http://blog.gentilkiwi.com/mimikatz
vincent LE TO ( vincent.letoux@gmail.com )

Initial Release Date: 2007 " /\"fi /A5 Sinin oeloy gansiikivd € benyamin@aencs ki . con 3

> http://pingcastle.com / http://mysmartlogon.com L

Coded |n C mimikatz(powershell) # sekurlsa::logonpasswords

Authentication Id : 0 ; 13610066
Session : Ba from 0
"~ Name

00000003] Primary
Username : Administrator

¥ Domain :
¥ NTLM 5
¥ SHAL .
¥ DPAPI g

tspkg :




Challenges

Gigantic code
base

Too many
signatures




lternatives

PYPYKATZ

https://qithub.com/skelsec/pypykatz
https://qithub.com/fir3d0g/mimidogz

function Invoke-Mimikatz
{

<#
. SYNOPSIS
This script loads Mimikatz completely in memory.

.DESCRIPTION

This script leverages Mimikatz 2.1.1 and Invoke-ReflectivePEInjection to reflectively load Mimikatz completely in memor
y. This allows you to do things such as

dump credentials without ever writing the mimikatz binary to disk.

Tf_le script has a ComputerName parameter which allows it to be executed against multiple computers using PowerShell remo
ting.

This script should be able to dump credentials from any version of Windows through windows 8.1 that has Powershell v2 o
r higher installed.

Reflectively loads Mimikatz 2.1.1 in memory using Powershell. Can be used to dump credentials without writing anything
to disk. Can be used for any
functionality provided with Mimikatz.

The script, in near future, will provide additional commands for a variety of attacks possible with Mimikatz.

Function: Invoke-Mimikatz

Author: Joe Bialek, Twitter: @JosephBialek

Mimikatz Author: Benjamin DELPY "gentilkiwi’ . Blog: http://blog.gentilkiwi.com. Email: benjamin@gentilkiwi.com. Twitter
@gentilkiwi

License: http://creativecommons.org/licenses/by/3.0/fr/

Required Dependencies: Mimikatz (included)

Optional Dependencies: None

Mimikatz version: 2.1.1 (13/08/2017)

emp>powersne

Windows PowerShe
Copyri (C) Micr t Corpora
Import-Module
> Invoke-Mimidogz

#i#.
f#i
[ ##
# v ##°
222




Things to explore

r

PowerShell script obfuscation

o

s

Reflective PE loader

.

Wrapper







Invoke Obfuscation

Token > Comment > 1 (Remove comments)
Token > Command > 3 (Splatting + Reorder)
Token > Member > 3 (Ticks)

Token > Variable > 1 (Random Case + {} + Ticks)




Key Takeaways




Key takeaways

1. There are multiple ways to achieve antivirus evasion — we have seen
some today.

2. Be creative, the key is to test the boundary and find loopholes. Test in
an isolated environment;

3. There are tools to help in obfuscating, packing or wrapping malware.
Modifying the source code might be an effective method but is
dependent on time-benefit tradeoff.




Find out more about CSG

uide to improve f
Bl etooth Low Ene rgy bled ppt l

Managing clou dsecu rity risks with agility

We share about everything under the
sun, as long as it is cybersecurity!

Do give it a read to learn more about
the kind of we do in CSG!

Our flagship CTF event that conducted every 2
years. The next one should be coming in 2022

Stay tuned!



Stay Connected With Us!

Deposit Your Resume with Us: | Join Our Talent Community!
For the Latest Updates on our Young Talent

Visit the below link to deposit your resume Programmes
via our GovTech Recruitment Interest Form

(Full-Time)
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linktr.ee/GovTechYTPO

go.gov.sg/govtechtalentcommunity




Thank You (&~ 7)

If you have any enquires, feel free to ping me at:

LinkedIn: https://sqg.linkedin.com/in/glenicetan
Email: glenice_tan@tech.gov.sqg




Young Talent Programmes

From Junior College & Polytechnic to University

GeekOut
ﬁ Technology bootcamp to
(2] gain hands on experience
= and learn about the
technology GovTech uses.

; Discover More Here!
Smart Nation

Scholarship
Undergraduate tech
scholarship to develop
and nurture talents and
leaders within the public
service.

Technology Associate
Programme (TAP)
Accelerating your career
through this executive
leadership programme
which develops and
deepens your tech and
professional skills.

Internship
For Poly, JC and University
students to gain 3 to 6
months practical tech

tech.gov.sg/careers/
experiences. students-and-graduates
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